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Purpose

This document was published to assist users, depot technicians and VPN staff
when troubleshooting SSL-VPN issues. Common errors are listed along with
detailed resolutions.

Operating Systems Support:

SSL-VPN connections are currently supported only for Windows XP 32 bit,
Vista: 32 and 64 bit, Windows 7: 32 and 64 bit.

SSL-VPN Landing page download VPN client and establish a
connection:

http://connect.miamidade.gov

VPN Support

Tier 1 support is through Depot. Call 305-596-HELP and open up a help desk
ticket.

Tier 2 support team is:
- Bruce VanTassel
- Robert Baril
- Keith Adams
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Common Errors and Solutions:

Message “Your device does not meet the requirements for
logging on to the secure network ... This client machine does
not match the required security.”

Your device does not meet the requirements for logging on to the
secure network.

For more information, contact your help desk or system administrator.
Provide the following information to your support personnel:

Date: 672972009
Time: 9:0
This client machine does not match the

Error: L =
required security.

To check your device again, click Back.

e Make sure you are running a supported anti-virus program, see:
http://connect.miamidade.gov/fag.aspx.

e Make sure the Citrix Access Gateway Endpoint Analysis is
installed. Internet Explorer initially blocks installation and
running of Active-X controls. You may need to click a prompt
to allow it to run.

e Make sure the Access Gateway Endpoint Analysis is allowed to
run. Click Yes when prompted to run the scan.

e You need to be an administrator on the system to install the
required plug-ins.
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Message “The credentials you typed are incorrect. Please try
again or contact your help desk or system administrator.”

The credentials you typed are incorrect. Please try again or contact your

help desk or system administrator.

e If you have not done so, obtain authorization to use the SSL-VPN
system; see: http://connect.miamidade.gov/demo.aspx, “How to
request SSL-VPN access”.

e You may have mis-keyed your user name or password; try again.

e Make sure you do not prepend the domain to your user name:

o Correct: johnd
o Incorrect: miamidade\johnd

e Make sure you are connecting to the correct SSL-VPN instance as
listed on http://connect.miamidade.gov/, (try them both if you are
not sure):

o Employee or Full Time Consultant access:
https://econnect.miamidade.gov

o Vendor, Outside Entity, Expanded Employee access:
https://vconnect.miamidade.gov

e Your account may be locked out due to too many failed login
attempts. Wait 20 minutes for your account to automatically reset or
contact the help desk to have it manually reset.

e There may be some other problem with your account; contact the
help desk.

Message “Internet Explorer cannot display the webpage”.

/2 Internet Explorer cannot display the webpage - Windows Internet Explorer

——
@ ) @ | €] http://vconnect.miamidade.gov:8080/vpns/services.hin

File Edit View Favorites Tools Help

| &2 RoboForm ~ [search ~] 33 Logins + 33 (passcards) | 2 Generate
(¢ Favorites | 45 .\ Channel 9 Videos about the ... @& Sugested Sites » @) VWb Sice Gallery »

@ Internet Explorer cannot display the webpage i |

@ Internet Explorer cannot display the webpage

What you can try:

Diagnose Connection Problems

@ More information

Make sure you don’t have a firewall or proxy setting interfering with
the traffic to the splash page.
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Sometimes, the system is temperamental, especially when connecting
from a slow or 3G wireless connection, and after logging in, the
connected splash page does not show up. In many cases, the user is
connected, (see screen dump below), but may not initially be able to
reach any Metronet systems.

de: On ['13 - \ H125% v 4

220 ® 9 s07aM -
Fe B S o 26/2011 SSL-VPN icon:
= - when blue indicates connected

- when grey not connected
o %Z P T
OB ot snam

J 2 G W O 9/26/2011 =

If connected and can reach the Metronet systems, there is no issue.

One problem frequently encountered is that some antivirus systems use
a validation service that attempts to validate web pages before
accessing. Trend does this with its web reputation service. When
browsing, Trend will attempt to check the page through an Internet web
service. If the client does not have Internet access after the initial VPN
connection is established, the browser hangs for a period of time and
typically times out. This is generally the case with County Domain
systems that establish a non-split tunnel connection. To work around it,
some users have been able to turn off the proxy, establish a connection,
turn the proxy on. The connected splash page may not show up, but
eventually a connection is established and Internet access possible
through the County proxy.

If you cannot reach Metronet systems:
e Keep trying to connect to different systems for up to 5 minutes
to see if the tunnel starts passing traffic.
e Reboot the client system and try again.
e You may have a split-tunnel conflict. For standard employee
access try the non-split option, https://econnect2.miamidade.gov
e See also:
o After establishing an SSL-VPN session, I can’t seem to
RDP to my workstation or reach any systems by system
name.
o After establishing an SSL-VPN session, I can’t seem to
access the systems I need by name or IP address.
o SSL-VPN connection problems over AT&T wireless 3G
using a County APN; mdc.org, mdcf.miamidade.gov, etc.
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After establishing an SSL-VPN session, | can’t seem to RDP
to my workstation or reach any systems by system name.

e Try appending the domain to the system name, ie.
systemname.miamidade.gov.

e You may have a split-tunnel conflict. For standard employee
access try the non-split option,
https://econnect2.miamidade.gov.

e Make sure you don’t have a firewall interfering with traffic to
the system or support servers, (eg. DNS).

e See also After establishing an SSL-VPN session, I can’t seem to
access the systems | need by name or IP address.

After establishing an SSL-VPN session, | can’t seem to
access the systems | need by name or IP address.

Insure that you have access to the systems you are trying to reach:

e If you have standard County employee access, see
http://connect.miamidade.gov/ -> FAQ -> “Q: After connecting,
what can | do?”

e You may have a special configuration. There is a Citrix bug that
causes user configurations to not be applied when the alphabetic
case of the account used to log in is different than what was
configured on the device. Try logging in using lower case for
your AD account:

o Wrong: BRUCEVT
o Correct: brucevt
e Make sure you do not prepend the domain to your user name:
o Correct: johnd
o Incorrect: miamidade\johnd

e Make sure you don’t have a firewall interfering with traffic to
the system or support servers, (eg. DNS).

e Also, check the connection log to see if access is being blocked,
(see screen dump below). If so, you need to have a request for
additional access submitted.

Continued next page ...
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You may need to take
l Gitrix e _out of verbose mode .E
Fie Edit | Options
Time Star v Auto-Scroll I I E
| MonJun connection to 10.10.17.11:133 is denied.
MonJun | Show Gridlines ection to the server 10.10.17.11:139 failed
{ | MonJun | Aways on Top connection to 10.254.239.85:135 is denied.
1| Mon Jun 1408:23: e connection to the server 10.254.239.85:135 failed
i | MonJun1408:23:26  The TCP connection to 10.10.23.18:3383 is denied
MondJun 14 08:23:26  The connection to the server 10.10.29.18:3383 failed
MonJun14 08:23:27  The TCP connection to 10.254.239.85:135 is denied.
MonJun 14 08:23:27  The connection to the server 10.254.239.85:135 failed
MonJun 14 08:23:29  The TCP connection to 10.10.17.11:445 is denied.
MonJun 14 08:23:23  The connection to the server 10.10.17.11:445 failed
MonJun 14 08:23:30  The TCP connection to 10.10.17.11:139 is denied.
MonJun 14 08:23:30  The connection to the server 10.10.17.11:139 failed
MonJun 14 08:23:32  The TCP connection to 10.10.29.18:3389 is denied.
MondJun 14 08:23:32  The connection to the server 10.10.23.18:3383 failed
MonJun14 08:23:33  The TCP connection to 10.254.239.85:135 is denied.
MonJun 14 08:23:33  The connection to the server 10.254.239.85:135 failed
MonJun 14 08:23:42  The TCP connection to 10.10.17.11:139 is denied.
MonJun 14 08:23:42  The connection to the server 10.10.17.11:133 failed
MonJun 14 08:23:43  The Access Gateway Plugin received an invalid socket id -
The Access Gateway Plugin received an invalid socket id ;I
I|

You may have a split-tunnel conflict. For standard employee access try
the non-split option, https://econnect2.miamidade.gov.

After establishing an SSL-VPN session, | can’t seem to reach

a certain system by name although other users can. | can

reach the system by IP address and other systems by name.
You’ve probably encountered yet another Citix bug; if the remote
system name has the same name as a currently logged in user then the
SSL-VPN device returns the IP address assigned to the SSL-VPN user,
not the IP address of the system. If this is case, either access the system
by IP address, change the name/DNS name of the system.

I can’t submit an SSL-VPN request or access the Internal
Services links on http://connect.miamidade.qgov/. My browser
cannot find or display the page.

Make sure you are attempting to use the internal services from within
Metronet. These links are not available externally.
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Vendor/outside entity user is immediately logged off after
establishing an SSL-VPN connection.

The user’s account has expired and needs renewed. Contact the County
Employee responsible for the access to request extension from the
Security Office.

There is a Citrix bug that causes user configurations to not be applied
when the alphabetic case of the account used to log in is different than
what was configured on the device.
e Try logging in using lower case for your AD account:
o Wrong: BRUCEVT
o Correct: brucevt
e Make sure you do not prepend the domain to your user name:
o Correct: johnd
o Incorrect: miamidade\johnd

Computer crashes shortly after establishing an SSL-VPN
session.
The Citrix Access Gateway client is incompatible with many other
VPN clients. Completely uninstall all other VPN clients including other
SSL-VPN clients, IPSEC clients, Netmotion, etc. Note that disabling
the other clients may not be sufficient, they need to be completely
removed from the system.
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Note also that a problem has been identified with Vista and Windows
2008 clients, (STOP: 0x0000007F) that is resolved with a Microsoft
hotfix. See http://support.microsoft.com/kb/972907 for information on
issue and how to obtain and install the hotfix.

Cannot connect; client log indicates: “The Access Gateway
Plugin received an invalid socket id”.
The Citrix Access Gateway client is incompatible with many other
VPN clients. Completely uninstall all other VPN clients including other
SSL-VPN clients, IPSEC clients, Netmotion, etc. Note that disabling
the other clients may not be sufficient, they need to be completely
removed from the system.

Message “The Network Configuration Lock is held by another
application. Close all applications and run Setup again. ...”

j&‘;‘ Citrix Access Gateway Plug-in Setup I&

The Network Configuration Lock is held by another

! . application. Close all applications and run Setup again. If
this message re-appears after dosing all applications,
reboot then re-try the install (the application holding the
install lock may be hung.)

The Citrix Access Gateway client is incompatible with many other
VPN clients. Completely uninstall all other VPN clients including other
SSL-VPN clients, IPSEC clients, Netmotion, etc. Note that disabling
the other clients may not be sufficient, they need to be completely
removed from the system.

SSL-VPN Troubleshooting.doc Page 10 of 19


http://support.microsoft.com/kb/972907

Enterprise Technelogy Services Department
Miami-Dade County, Flonda MIAMIDADE

(COUNTY

Message “Checking System Configuration on your Device”
when trying to connect.
When establishing an initial connection, a page is displayed reading

“Checking System Configuration on your Device” and nothing else
happens.

Screen dump 1 example:

Checking System Configuration on your Device

The Access Gateway must confirm that you have the minimum requirements on
your device before you can log on.

Your device is checked automatically if the Citrix Endpoint Analysis Plug-in software
is already installed.

To install or upgrade the software, click Download.

If you do not want your device checked, click Skip Check.

Screen dump 2 example:

Checking System Configuration on your Device

The Access Gatewway must confirm that you have the minimum requirements on
your device hefore you can log on.

To begin the check, click the yellow bar on the top of the page and follow the
instructions.

Your device is checked automatically if the Citrix Endpoirt Analysis Plugin software
is already installed.

If you do not want your device checked, click Skip Check.

EEES

There are a number of situations that can cause this problem:

e The user account using the client system is not an administrator
on the machine. Make sure that an administrator logs into
computer.

e A dialog is hidden behind the browser, (see below screen dumps
in issue: Browser hangs at “Checking System Configuration on
your Device” when attempting to connect).

e The client plug-in needs updated: click download and follow the
process to upgrade the client, (see
http://connect.miamidade.gov/ -> Click “Video Tutorials” ->
Click “What happens when a new plug-in version is released”).
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Message “3006: The plugin failed to start. Contact your help
desk or system administrator”

3006: The plugin failed to start.

Contact your help desk or system administrator.

Make sure you are running Internet Explorer 6 or above.

Message “Failed sending epaq”
A wonderfully intuitive Citrix error message. Solutions:
e Make sure you are running Internet Explorer 6 or above.
e Check to see if anything may be blocking traffic, (eg. a local or
network firewall, etc).

Security Warning: “Do you want to view only the webpage

content that was delivered securely?”

Security Warning
] Do you want to view only the webpage content that was delivered
AP securely?

This webpage contains content that will not be delivered using a secure HTTPS
connection, which could compromise the security of the entire webpage.

==

This is a counter intuitive, Citrix and Microsoft bug that occurs with
some browser versions. Click No to continue.

You can disable this warning by:

Going to Tools->Internet Options->Security

Select the ‘Security’ tab

Click the ‘Custom Level” button

In the ‘Miscellaneous’ section change “Display mixed content”
to Enable

el el
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User not getting the static IP he was assigned.
There is a Citrix bug that causes user configurations to not be applied
when the alphabetic case of the account used to log in is different than
what was configured on the device. Try logging in using lower case for
your AD account:
e Wrong: BRUCEVT
e Correct: brucevt

Message “No IntranetlP available. Please try login later.”
when trying to connect.
There is a Citrix bug that causes this message when the alphabetic case
of the account used to log in is different than what was configured on
the device. Try logging in using lower case for your AD account:
e Wrong: BRUCEVT
e Correct: brucevt

Message “The Correct Version of the NDIS Driver is not
installed.”
Another Citrix bug; solution:
e Uninstall the Citrix Access Gateway Plug-in, (using Control
Panel -> Add or Remove Program, or Control Panel ->
Programs and Features)
e Reboot
e Go through the process of establishing an SSL-VPN connection
and reinstalling the plug-in.

Document continued on next page.
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Browser hangs at “Checking System Configuration on your
Device” when attempting to connect.

On some systems, the browser can seem to hang at “Checking System
Configuration on your Device”. The problem is that a dialog prompt is
masked by the browser, (see screen dump below). This typically
happens of the browser is zoomed.

#3 DPCC2020AWS - DPCC2020AWS miamidade.gov - Romote Desktop
& v O s =] cetiesreerer | B 42 X[ [0 £ -
Favorkes | 5 @& 2 v £ FreeHatmsl 2

@ i ccess Gatemay

» »
W

J - ° - Page~ Sofety~ Toos~- -

« Download

, click Skip Check.

Dooe 7 N K

4 start éolnx')'locess Gatewizy - ... || @ N\
\

Q ° [@iesariomis h ] cenicatesnar | 5 4 X for

Faverites | s @ i5tes v £ Free Hotmall & el

© Crrix Access Gateway N\

- Pagev Sefety~ Tools+ i

Access Gateway™
Endpoint Analysis

Chrix Endpoint Analysis is scanning your system.

In order to access specfic corporate resources, an endpont analyss
scanis requred.

Informaticn about your system is sent to your corporate netwark for
further evaluation.

D0 you wish to run the scan?

Dore.

) start| € Cirix Access Goteway - .. || @)

@ Internet Rizsh -

cho 1:40P4

NDO®  wedesdsy
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Logon grayed out, (not accessible) on context menu of task
bar icon.

If “Logon” is not accessible on context menu of task bar icon, (see
screen dump below), the URL configuration of the connection has
somehow been lost. To connect, simply go to the SSL-VPN min-portal,
(http://connect.miamidade.gov) and click the appropriate link to re-
establish the URL configuration and connect:
e Employee or Full Time Consultant access:
https://econnect.miamidade.gov
e -Or-
e Vendor, Outside Entity, Expanded Employee access:
https://vconnect.miamidade.gov)

Logon
Grayed
Transfer Files... out

Home

Configure Access Gateway.
Show Connection Log
Display Current Message

Help
About. ..
Logon

Exit

|« ) O@ 11:22aM
Z

SSL-VPN connection problems over AT&T wireless 3G using
a County APN; mdc.org, mdcf.miamidade.gov, etc.

SSL-VPN access can be a pain over AT&T wireless 3G. Try the
following, make sure you have a solid connection, connect with split-
tunneling turned off - go to http://connect.miamidade.gov/ and click No
split tunnel: https://econnect2.miamidade.gov. You may have to turn
your proxy settings off. After connecting, turn County proxy settings on
to get to the Internet.

With the SSL-VPN over 3G; one problem frequently encountered is
that some antivirus systems use a validation service that attempts to
validate web pages before accessing. Trend does this with its web
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reputation service. When browsing, Trend will attempt to check the
page through an Internet web service. Since the client does not have
Internet access, the browser hangs for a period of time and typically
times out. To work around it, some users have been able to turn off the
proxy, establish a connection, turn the proxy on. Typically the
connected splash page does not show up, but eventually a connection is
established.

Netmotion is the supported environment for mobile access. It is
designed to handle these and other situations that arise when attempting
remote connections over unstable wireless connections.

See also section Message “Internet Explorer cannot display the
webpage”.

General Issues and Questions:

User cannot access local network resources when VPN is
connected.

Access to local network resources while having an SSL-VPN
connection is configured by remote access administrative staff by a
setting called split tunneling. Due to security restrictions, split tunneling
is only allowed for County employees using non-County systems that
have VPN access restricted to rdp, http and https traffic, (most
employee accounts are configured to be restricted). Accounts that have
less restrictive access and non-County users are not configured with
split tunneling.

Split tunneling routes all 10.0.0.0/8 IP addresses and the County owned
external IP address space, 65.87.64.0/18 to the tunnel. If these IP
addresses conflict with the local network then access to local resources
having conflicting IP addresses will not be possible.

If split tunneling is not permitted or if there is an IP address space
conflict, an unsupported work-around is to install virtual PC on the
client system, configure a virtual machine, install XP on the virtual
machine and established the VPN connection through the virtual
machine. In this way the host client system can access the local network
and the virtual machine can access the County network through VPN.
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See also How to configure Access Gateway client split tunnel network
options below.

How to configure Access Gateway client split tunnel network
options.
County employees: the easiest way to establish a non-split tunnel
option is to go to http://connect.miamidade.gov/ and select the non-split
option, https://econnect2.miamidade.gov.

If your connection is permitted split tunneling, it can be toggled off and
on and certain options can be set at the client after the connection is
established: right click the AG icon -> Configure Access Gateway ->
Change Profile: change various settings in the Connections, Domain
and Network tabs.

See screen dump below

eeeee

ned miamidade gov/
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BIES 7 E4LE5.27.127 255 ponl 65525 gty €5 7 65 254,443 L)

Help
About...
Logoff
Exit
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Cannot access http://connect.miamidade.gov/ on a
miamidade.gov domain system that has its browser
configured to use the County proxy server.
There is a problem with pre-1E8 browsers when configured with proxy
access. Make sure you are running Internet Explorer 8 or above. Also,
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insure that an appropriate proxy exception, (Do not user proxy server
for addresses beginning with:) is configured, (ie. *.miamidade.gov).

See the section “Can’t browse the internet after establishing a VPN
connection”, (below) for a description/screen dump of how to configure
proxy settings.

Can’t browse the internet after establishing a VPN connection

For non-split tunneled connections, internal sites, (miamidade.gov,
intra.miamidade.gov, etc.) can be accessed with or without a proxy
configuration. To get out to the internet, you need to configure to use
the proxy, (Proxy.miamidade.gov). The simplest thing to do is to have
the user remote to their workstation and run IE from there.

To configure IE to use the County proxy server:
g [=[ ]

/Zj Miami-Dade Portal - Microsoft Internet Explorer

Fi View  Favorites | Tools. Help
¢ = Mail an s »
Pop-up Blocker »
Manage Add-ons...

Synchronize...
Windows Update

 Windows Messenger
Sun Java Console

o
Internet Options.

Online Services Menu->Tools->Internet Options
General | Secuity | Privacy | Content Connections

Connections Tab

LAN Settings
Advanced

To set up an Internet connection, click

County Services b Setup.

%

Pay Water Bill

£l
\X Discussions ™ | |,

Enables you to change s¢

€ Always dial my
curre

server for a connection.
& Never dial a connection
" Dial whenever a network connection is not present

default cannection
ore

St Default

T~ Use automatic configuration script

My Home - Diakup and Network settings 2
Search Property B
Search Properte b Bel South kimpale S I | :
My Busines Bell South MDC | oy t e oo — o

: = utopfatic configuration may override manual settings. To ensure
Solicitations Onlir Earthlink MDC ﬂl use £F manual settings, disable automatic configuration.
Vehicle Renew Choose Settings if you need to configure a proxy Settings... Automatically detect settings

 Local Area Netwark (LAN] seftings

LAN Settings da not apply to dial-up connections. AN ;gllings_"r

Choose Settings above for disk-up Settings.

[ Proxy server

Use a proxy s ar yfour LAN (These settings will not apply to
Vo g

diak-up o ¥PM connections).

Addrgss: [procymetrods Port: [80  advanced... |

IV Bypass proxy server for local add

Proxy Settings 21x|
oK Cancel
erver: e
Type Proxy address to use Port
— | = g : [80
Secure: : [eo
ETP: e
Gopher: o com :[eo
Socks: ;

Make sure *.miamidade.gov is

[V Use the same proxy server for all protocols

included in the

[ Exceptions
\\ not use proxy server for addresses beginning with:

* co.miami-dade. flus;*.miamid -
‘ade.gov;50%;10%,206*;208* localhost* v

= *.metro-dade. com;

Use semicolons (; ) to separate entries.

Split tunneled connections should not encounter this

problem.
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General troubleshooting steps

In addition to the information given elsewhere in this document, the following
describes general VPN troubleshooting steps:

e First insure that the system has internet access.

e Insure that Internet Explorer 6 or above is used to establish the SSL-VPN
connection.

e Validate you are using a supported operating system: see
http://connect.miamidade.gov/fag.aspx

e Validate the connect user is an administrator on the system.

e Reboot the computer and see if that resolves the problem.

e Narrow the source of the problem: The issue may be either with the system,
remote router, user account or the DSL line. Actions to narrow the problem:
reboot the computer; try logging on to VPN with different domain account;
bypass the router and connect directly to the DSL modem; connect the
computer to a known working connection; connect a known working computer
to the DLS modem/router.

e If the problem is with the computer, some things to try:

1. Disable firewall software.

2. Uninstall and reinstall the VPN software.

3. Change the network interface card with a different vendor/model.

4. Log on as a different local account to see if there may be a profile issue.

5. Look for software that may be interfering with the connection.
Anything that might access the network or internet is suspect. We’ve
experience issues with instant messenger software, other VPN software,
wireless card drivers, etc.

6. Reinstall the operating system.

e If the problem is with the router:

1. Check to see if a firmware update is available.

2. Look to see if there is anything blocking UDP port 500 traffic.

3. Replace the router.

e If the problem is with the user account:

1. Insure the account is not disabled, not locked out, has an expired
password, etc.

2. Make sure that account the password is not expired or that the account
IS not set to force user to change password at next logon.

3. Check to see that the account is a member of a group allowed VPN
access.

4. The Dial-in tab that remote access is allowed and no callback is
selected.

e If the problem is with the DSL line, (highly unlikely, but possible):

1. Contact the DSL vendor
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